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1
Decision/action requested

SA3 to discuss on the identified security issue and consider it in the reply LS to RAN2 on “security for inactive state”.
2
Introduction
RAN2 in their LS on security for inactive state (S3-181xxx), requested SA3 to consider the latest RAN2 agreements/working assumptions/procedures and inform RAN2 in case SA3 sees any issue related to the description. This contribution would like to provide the following analysis on the procedures described in the LS.

A new security issue on the key usage is identified. According to the RAN2 agreements/working assumptions 2) and 3): 

2)
when the UE in RRC_INACTIVE wants to resume or RNA update is triggered, the UE will derive KgNB* and the keys for integrity protection and ciphering of RRC messages (K_rrcInt and K_rrcEnc). The KgNB* is derived taking into account the new cell PCI/DL ARFCN and the K_rrcInt and K_rrcEnc is further derived using the security algorithms previously configured by the last serving gNB. The UE will send msg3 with a protection token like the short MAC-I (calculated using the derived K_rrcInt) ,The short MAC-I is verified by the last serving gNB.

3)
in reply to msg3, the UE may receive from the new gNB
a)
a message (i.e. msg4) on SRB0 without I-RNTI or any configuration parameter telling the UE to wait (congestion case) while staying in RRC_INACTIVE with unmodified UE configuration

b)
a message (i.e. msg4) on SRB0 in order to proceed with RRC connection establishment as if the UE was in RRC_IDLE (fallback procedure)

c)
a message (i.e. msg4) on SRB1 ciphered and integrity protected using the same keys as derived in 2) above allocating a new I-RNTI and moving the UE to RRC_INACTIVE

d)
a message (i.e. msg4) on SRB1 ciphered and integrity protected using the same keys derived in 2) above and triggering the UE to move to RRC_CONNECTED
and RAN2 procedures in the LS, 
· “Figure 2: RNA update procedure without change of security algorithms”, Short MAC-I verification at the last serving gNB (Step 2) and Integrity Protection of the RRCRelease message (Step 7) at the new gNB, further 
· “Figure 3: Resume without change of security algorithms” Short MAC-I verification at the last serving gNB (Step 2) and Integrity Protection of the RRCResume message (Step 4) at the new gNB, 
uses the same key at different physical entities. That is, the key (KRRCint) used by the last serving gNB to verify the UE (short MAC-I) and the key (KRRCint) used by the new gNB to integrity protect the msg4 is the same. Using the same key at different physical entities (simultaneously/sequentially) is in contradiction of the security principle. 
As SA3 clearly stated in the early LS on EN-DC to RAN2 (S3-172080) that, SA3 would not allow using the same key in different physical end-points and if the physical end-point changes, then the key must change. The same is applicable for RRC Inactive procedure also.  
Further, deriving the keys (KgNB* and KRRCInt) and verifying the short MAC-I using the derived keys, for every RRCResumeRequest message, will be an overhead in the last serving gNB and this could lead to DoS attack on the last serving gNB. 

Therefore, SA3 is requested to reply to the LS that, SA3 would not allow using the same key in different physical end-points and if the physical end-point changes, then the key must change for RRC Inactive procedure. SA3 could suggest RAN2 to adopt the security procedure defined for the LTE (Suspend and resume of RRC connection), where the stored KRRCint key is used by the last serving gNB to verify the UE (short MAC-I) and the key (KRRCint) derived from KeNB* is used by the new gNB to integrity protect the msg4.
3
Conclusion
SA3 is requested to reply to the RAN2 LS on “security for inactive state” as follows:

1. SA3 would not allow using the same key in different physical end-points and if the physical end-point changes, then the key must change for RRC Inactive procedure also. 
2. SA3 suggest RAN2 to adopt the security procedure defined for the LTE (Suspend and resume of RRC connection), where the stored KRRCint key is used by the last serving gNB to verify the UE (short MAC-I) and the key (KRRCint) derived from KeNB* is used by the new gNB to protect the msg4.
